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The human mind =~
as a battleground - * .
emotionsand
images







Datapoisoning

Misleading content is being
systematically and
abundantly fed into the
internet so that algorithms
start to process it as normal
information.

Trying to modify the system
that produces the answers.

POISONED
ATTACK




1. Technology is now a core element of

national power
Control over Al, data, communications, satellites, energy
systems and semiconductors increasingly determines a
country’s economic strength, military capability and
political independence.
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2. Every country must identify its critical
dependencies

Governments should know which foreign technologies,
cloud services, components and supply chains could
become pressure points during a crisis. Critical
dependencies must be reduced before they are exploited.
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i 3. Art1f1c1al 1ntelllgence w1ll strengthen
both societies and adversaries
Al can raise productivity, improve healthcare and
modernise public services. It also enables more effective

cyberattacks, deepfakes, surveillance, autonomous
weapons and influence operations.
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4. Cybersecurity must move from IT

departments to national leadership

Cyber risks affect electricity, ports, hospitals, banks, water
systems and elections. Boards, ministers and public
authorities must treat cyber resilience as a strategic

responsibility with regular exercises.
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5. Critical infrastructure must be

protected against both cyber and
physical attacks

The same systems can be targeted through malware,
drones, sabotage, insider activity or supply-chain
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and data centres require layered protection and close
public-private cooperation.

L A FTERTR Ty T ¥ \ P
, [ o . £
,
‘ ..]f.i. e
‘ : 31N
-



6. Resilience is as important as

prevention
The real test is whether essential services continue during
a crisis and how quickly the country recovers. This
requires tested backup systems, reserves, exercises, clear

responsibilities and strong cooperation between
government, business and citizens.




7. Technology must be developed around
people
Human-centric technology means that systems are safe,
understandable, accessible and accountable. People must

know when Al is used, who is responsible for decisions and
how those decisions can be challenged.



8. Critical mlnerals are 1nstruments -

o
of geopolitical influence
Lithium, copper and rare materials are essential for
batteries, defence technology, digital infrastructure

and the green transition.
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- 9. Democracies must act faster than

‘ technological disruption

Legislation cannot always move at the speed of
innovation, but democratic decision-making cannot

(State Dept./D. Thompson)



10. éﬁﬁlogical devaopment requires
clear ethical principles

Not everything that is technically possible should |
automatically be implemented. Ethical assessment must be | e
Lt part of technology development from the beginning,
especially in Al, biotechnology, surveillance and
autonomous systems.
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The 1mportance ‘of truSted
partners is a very important issue
in securﬂgy / states and c@mpﬁnles
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Finland and Chile are
geographically distant,
but strategically
complementary. Finland
brings expertise in
digitalisation,
cybersecurity, clean
technology, education
and resilient
institutions.




“It is not the strongest species that survive, nor the

most intelligent, but the ones responsive to change.”
- Charles Darwin
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