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Technology drives GDP growth, and the pace of change is accelerating
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The Tech Stack for Al
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The New Al Economy

Al Foundation : . T Developers
datacenters 4 models Tooling Applications  Distribution  and users
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A common set of concerns
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@ Governance frameworks that differentiate between
high- and low-risk scenarios to support innovation and

Key priorities provide protection where it's needed most

for the evolving

AI pOI |Cy Laws that reflect the relevant layers of the Al
technology stack and distribute responsibility along

Ia ndsca pe the Al value chain appropriately

Create risk-based definitions, processes, and standards
for Al systems that can inform regulatory and
legislative frameworks

D

|

Streamline the roles and responsibilities of
enforcement agencies; avoid double regulation and
rely on existing laws as much as possible;
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The Data and Al Opportunity

+)  Healthcare/life-science

Enhanced diagnosis and personalized treatment

Drug discovery: Cancer; Infectious diseases like HIV,
hepatitis, COVID-19, and influenza; and
neurodegenerative diseases like Alzheimer's

and Parkinson'’s

~ Education

Personalized education via custom learning
materials tailored to students’ individual needs
and learning styles

Identify at-risk students and provide targeted
interventions to improve academic outcomes

218 Social justice

Reduce bias and discrimination by analyzing large
datasets to identify discrimination patterns

Develop fairer hiring and promotion practices

Identify and address systemic inequalities in housing,
lending, healthcare
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%y Climate change

Enhanced climate models via analysis of data from
sensors and satellites

Risk assessment: Assess and predict impacts of climate
change on infrastructure, ecosystems, and human
populations, and develop adaptation and mitigation
strategies

1) Materials science

Superconductivity: Zero resistance at high temperatures
> more efficient power grids

High-strength: Stronger, lighter, more durable products —
Aircraft, vehicles, buildings, bridges

Self-healing: Medical devices

©,  Energy

Optimize energy consumption and reduce waste

Carbon capture and storage: Generative Al can help
identify new materials and technologies for capturing
and storing carbon emissions from power plants and
industrial processes

;) Agriculture

Crop breeding: Pest, disease, climate-resistant
Precision Ag: Optimize fertilizer, pesticide, H20

Food-safety: Detect/prevent food-borne illness
via microbial data analysis and identifying
contamination patterns

%J)  Finance

Predict market trends, optimize trading/investment
strategies

Detect fraud and other financial crimes
Risk assessment
Personalized advice

\Y  Creative expression

Help writers, artists, and musicians create new and
innovative works by providing them with inspiration
and ideas

Generate new designs for products and buildings,
and optimize layout and functionality of cities and
public spaces
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Data Inputs for Al Training
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An Al model is trained by analyzing large
amounts of data

This training data is input to a neural network
as "tokens”, where the network takes the input
as numbers

The network self-adjusts until the output
shows that the model has learned patterns and
can make predictions based on those patterns

This process is called self-supervised learning
and can derive insights even if the data does
not have human-created labels

Once the model is created, it no longer uses
the training data to perform its tasks

Tokenizer

The GPT family of models process text using tokens, which are common sequences of
characters found in text. The models understand the statistical relationships between these
tokens, and excel at producing the next token in a sequence of tokens.

You can use the tool below to understand how a piece of text would be tokenized by the APT,
and the total count of tokens in that piece of text.

GPT-3 Codex

Tokenizer

and the total count of tokens in that piece of text.

GPT-3 Codex

The quick brown fox jumped over the moon.

The quick brown fox jumped over the moon.

Clear Show example

Tokens Characters

9 41

The quick brown fox jumped over the moon.

TEXT

Clear Show example

Tokens Characters

Q 41

TOKEN IDS

OpenAl API, https://platform.openai.com/tokenizer

[464, 2068, 7586, 21831, 11687, 625, 262, 8824,

The GPT family of models process text using tokens, which are common sequences of
characters found in text. The models understand the statistical relationships between these
tokens, and excel at producing the next token in a sequence of tokens.

You can use the tool below to understand how a piece of text would be tokenized by the APT,
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https://platform.openai.com/tokenizer

Grounding: find relevant, external sources of information
that are not part of the LLM's training data.

Data In the Model Development
& Deployment Lifecycle

Fine-tuning: training the pre-trained, base model on
specific dataset.

_____________________________________________________
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Data Preparation Pre-Training Post-Training In Use

== —— =

. Models repeatedly try Model e
Gather public, non- \/ to predict next word, 4 odels are trained to

Apps and services are

public, and user- updates based on respond to human /| built on models thgt
provided data. success or failure. requests. may be grounded in
public or proprietary
Data is automatically Creates a powerful base Imbued with values data. In use models
cleaned, filtered, and model of the roots of and personality, rﬁasorr]w over data that
prepared for training. language and grammar, instructed not to help ey ustis @ERss ), TS
or visual and musical with infringement. derive insights or
k / Qroperties. / k / kproduce novel outputs/
[ Curation, Guardrails, and Human Judgement }

Models are not a database, and do not continuously access training data.

/.»t/ .
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Access to Data — the 3 Key Factors

EQ Scale - The capabilities of large-scale Al models is generally
proportional to the scale of data analysed during training.

@ Va rlety — Large amounts of varied data are essential to ensure that

Al models are accurate, mitigate bias, and inclusive.

AIA Fairness - ror any organization to develop, fine tune and use Al,

they need access to data.
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Copyright Modernization in the
Age of Data and Generative Al




Principles of Copyright Law

« Copyright law promotes the twin goals of rewarding creative endeavors and promoting

access to information and innovation.

« The benefits afforded rightsholders are designed to encourage the development of new
works and bring new knowledge to the public...but this should not be at the expense of
innovation or the public’s right to learn from these works.

« Article 9(2) of TRIPS Agreement presents that threshold clearly: “Copyright protection
shall extend to expressions and not to ideas, procedures, methods of operations or
mathematical concepts as such.”

Yet a lack of legal clarity, especially around the analysis of publicly available data, can stifle
opportunities to innovate.
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Text and Data Mining Exceptions & Existing Models

Text and Data Mining (TDM) means any automated analytical technique aimed at analysing text and
data in digital form to generate information which includes but is not limited to patterns, trends and

correlations.

* Provides legal clarity that TDM is not a copyright infringing activity.
« Enables data to be accessed for TDM at scale, from a broad variety of sources, fairly by everyone.

 Existing Models:
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European Union — Articles 3 & 4

United States — Fair Use Doctrine (Israel, South Korea, Taiwan...)

Japan —data analysis is not considered an “exploitation of the work for enjoyment of the
thoughts or sentiments expressed in the copyrighted work.”

Singapore - exception for making and retaining copies of lawfully accessed works for purposes

of computational data analysis.



TDM Exception are not Unfriendly to Copyright
Holders

« Copyright law provides robust remedies that are not displaced because of a TDM exception.
« Claims remain available against the outputs.
« Conditions associated with a codified TDM:
« Lawful access
* Prohibition on the transfer of the work to another person
« Unreasonably prejudice the interest of the copyright owner
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Our Approach to Al Model
Development




Our Approach with Data...

» Use data from multiple sources:

Publicly Available

Acquired

First Party Data

Synthetic Data; and

Human Feedback

 Exclude sources with paywalls, sources that contain
content that violates our policies, and sources that have
opted-out of training using web controls

* We do not train on data from domains listed in the Office
of the United States Trade Representative (USTR)
Notorious Markets for Counterfeiting and Piracy list.

 Honor Robots.txt Protocol
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Provide Copyright Holders’
Agency and Choice -

Announcing new options for webmasters to control usage of their content in Bing
22 e
2023

We're excited to share new ways that webmasters have greater control over how their content is used in the Al era.

A few months ago, we announced our vision to reinvent search with the new Al-powered Microsoft Bing, delivering
better search, more helpful answers, and a new chat experience. We've been excited about the reception to these
features, and we have continued to meet with and seek feedback from the industry as part of our commitment to
fostering a healthy web ecosystem. With the introduction of Bing Chat, some webmasters and publishers expressed the

L] L]
need for more control over use of their content. While we are actively collaborating with the industry on establishing
We b p u b I I S h e rS h ave O ptl O n S to future Al standards, we also wanted to provide more immediate support for publishers to address the concerns they
L]
prevent the use of their content

raised when we met with them.

We are pleased to share that we have built on standard controls that webmasters use today to control indexing and
f t M M M M ftl snippet length on Bing in order to empower publishers to make choices about use of their content in Bing Chat and for
O r ra I n I n g I C ro SO S training Microsoft's generative Al foundation models. Webmasters have the choice of implementing these controls as
follows:

No action is needed to remain in Bing Chat. Content without NOCACHE tag and without NOARCHIVE tag may be

L] L] L]
generative Al models, while still ,
. . . included in Bing Chat answers and will benefit from Al's ability to generate more helpful answers and to increase
m a kl n g th e I r CO nte nt ava I | a b | e your ranking opportunities in Bing Chat; site content may be used in training our generative Al foundation

models.

L] L]
I n B I n g Sea rc h ¢ Content with the NOCACHE tag may be included in Bing Chat answers. We will only display URL/Snippet/Title in

the answer; Going forward, fer content in our Bing Index that is labeled NOCACHE, only URLs, Titles and Snippets
may be used in training Microsoft's generative Al foundation models.

* Content tagged NOARCHIVE will not be included in Bing Chat answers, not be linked to in the answers. Going
forward, for content in our Bing Index that is labeled NOARCHIVE, we will not use the content for training

Microsoft's generative Al foundation models.
* |If content has both NOCACHE and NOARCHIVE tags, we will treat it as NOCACHE.

We also heard from publishers that they want to exercise these choices without impacting how Bing users can discover
web content on Bing's search results page. We can assure publishers that content with the NOCACHE tag or NOARCHIVE

Announcing new options for webmasters to control usage of their content in Bing Chat | Bing Webmaster Blog tag will still appear in our search results.

Microsoft Privileged & Confidential ~—


https://blogs.bing.com/webmaster/september-2023/Announcing-new-options-for-webmasters-to-control-usage-of-their-content-in-Bing-Chat

Mitigating Unwanted Outputs from an IP Perspective

Our Approach: mitigate the risk of near
identical outputs

Our Measures:
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Meta-prompts & Filters

Blocklists

Prompt transformation for text to
image models

Classifiers

User Policies

Customer Copyright Commitment
(Enterprise Customers)

Protected material detection for text

Use protected material detection to detect
and protect third-party text material in LLM
output.



How Microsoft encourages
responsible use of our tools "

We use metaprompts and filters to reduce the risk of D copte

| can't provide the full text of the first chapter of Harry Potter and the Sorcerer’s Stone due to copyright

i N fri N g e m e nt restrictions. However, | can give you a brief summary of the chapter:

In Chapter 1, titled “The Boy Who Lived,” we are introduced to the Dursley family, who live at number four, Privet

Th e m eta p ro m ptS a re u Sed tO a | i g n res po nses With Drive. The Dursleys are a very ordinary family, but their lives are turned upside down when they find a baby boy

named Harry Potter on their doorstep. This baby is left there by Albus Dumbledore, Professor McGonagall, and

M icrosoftls AI P ri n Ci p | eS a n d u Se r eXpeCtatiO n S Hagrid, who explain that Harry’s parents have been killed by the dark wizard Voldemort. Harry, however,

miraculously survived Voldemort's attack, which left him with a lightning-shaped scar on his forehead '/ 2/,

If you're interested in reading the full chapter, you might want to check out a library or purchase the book online.
It's a fantastic read! I

Bing Chat declined
to reproduce a
Copyrighted Work Learnmore 1 & startingharrypottercom | 2 [ sparknotes.com | 3 litcharts.com || 4 M@ hp-lexicon.org

11: Starting Harry Potter (2 : SparkNotes

H S 0 L B ) eidn

Note: These mitigations can give different results depending on the context
due to the predictive nature of how answers are generated.

Learn more at The new Bing - Our approach to Responsible Al (microsoft.com).

Confidential


https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2023/02/The-new-Bing-Our-approach-to-Responsible-AI.pdf#:~:text=The%20new%20Bing%20runs%20on%20a%20next-generation%20model,we%20take%20our%20commitment%20to%20responsible%20AI%20seriously
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2023/02/The-new-Bing-Our-approach-to-Responsible-AI.pdf#:~:text=The%20new%20Bing%20runs%20on%20a%20next-generation%20model,we%20take%20our%20commitment%20to%20responsible%20AI%20seriously
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2023/02/The-new-Bing-Our-approach-to-Responsible-AI.pdf#:~:text=The%20new%20Bing%20runs%20on%20a%20next-generation%20model,we%20take%20our%20commitment%20to%20responsible%20AI%20seriously

Microsoft Image Creator:
Addressing artists concerns Prompt Re-Interpretation

We allow living artists to report their name to us for Enterprise offering that aims to
limiting the creation of images associated with their names prevent outputs that closely resemble
V1 certain types of known creative

Image Creator

e omie _rreviw | content, such as studio characters
and contemporary artwork

BER MicrosoftBing Q |

. User's text prompts are re-interpreted
-®  to remove keywords or phrases
9 / How is Microsoft addressing responsible Al with Image Creator? ° aSSOCiated Wlth Certain Categories

We take our commitment to responsible Al seriously. To learn more about our approach to responsible Al, please
visit here.

ve put contrals in place to prevent the generation of harmful images en our system detects that a “Draw an animated sponge”
potentially harmful image could be generated by a prompt, it automatically blocks the prompt and informs the
user.

llow living artists, celebri
with their names and brands via the Al-
powered features option on our Report a Concern form.

https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/announcing-key-updates-to-résponsible-ai-features-
and-content/ba-p/4142730 :

Confidential Image Creator from Microsoft Designer (bing.com)



https://techcommunity.microsoft.com/t5/ai-azure-ai-services-blog/announcing-key-updates-to-responsible-ai-features-and-content/ba-p/4142730
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https://www.bing.com/images/create/help?FORM=GENHLP

Thank you!
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